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Peticion de amparo al Defensor del Pueblo Europeotnexistencia de planes
especificos de seguridad EMP en los 134 reactoragcteares europeos

- Infracciones alegadas:

a) Completa inexistencia de planes de seguridadcédgms en los 134 reactores
nucleares europeos y otras instalaciones relacasna&th caso de evento de pulso
electromagnético natural de origen solar (GMND, @agnetic Natural Disturbance)
gue interrumpa el suministro eléctrico, cuyo rieegta estimado en un rango del 5-50%
de probabilidad por el National Risk Register deb@rno britanico.

b) Completa inexistencia de planes de seguridaécésms en los 134 reactores

nucleares europeos y otras instalaciones relacisnai caso de pulso electromagnético
artificial (ataque terrorista o estatal mediante HMjue interrumpa el suministro

eléctrico externo y afecte a las funciones de obd# las centrales.

En ambos casospmpleto alejamiento de la norma de cuidgado pura inexistencia de
preparativos ni protocolos: imprudencia alegadaigelgrave.

En ambos casospmisidon de los deberes ddiligencia debidade los 6rganos
comunitarios respecto a lakeberes positivos de proteccigrgarantia de los derechos
fundamentales afectados, en especial a la vista den escala transnacional de este
riesgo y el posible alcance masivo de las violagsogn urworst-case-scenario

- Afectaciéon de derechos alegada:

! deObservatorio del Clima Espaciattp://www.facebook.com/ClimaEspagial
@OBclimaespacial.




a) Puesta imprudente en peligro Belrecho a la vida recogido en el articulo 2 de la
carta de los Derechos Fundamentales de la UniGopear (“Toda persona tiene
derecho a la vida”).

b) Puesta imprudente en peligro Belrecho a la integridad articulo 3.1 de la Carta de
los Derechos Fundamentales de la Unién Europead@éTpersona tiene derecho a su
integridad fisica y psiquica”).

c) Puesta imprudente en peligro @&recho a la seguridadarticulo 6 de la Carta de
los Derechos Fundamentales de la Unién EuropeadéTmersona tiene derecho a la
libertad y a la seguridad”).

d) Puesta imprudente en peligro 8&recho a la salud articulo 35 de la Carta de los
Derechos Fundamentales de la Unién Europea (“Aindleé y ejecutarse todas las
politicas y acciones de la Unidn se garantizardiual elevado de proteccion de la
salud humana”).

e) Puesta imprudente en peligro @xrecho a la proteccion del Medio Ambiente
articulo 37 de la Carta de los Derechos Fundamentid la Union Europea (“En las
politicas de la Unidn se integraran y garantizgran un nivel elevado de proteccion
del medio ambiente”)

f) Puesta imprudente en peligro ded.ieertad de circulacion y de residencia articulo

45 de la Carta de los Derechos Fundamentales daidm Europea (“Todo ciudadano
de la Unién tiene derecho a circular y residirdimente en el territorio de los Estados
miembro”). Esto dltimo dada la amplia duracién, dgias décadas, de componentes
como el Cesio y la imposibilidad de permaneceranlligares contaminados por el
mismo, tal y como quedo acreditado en la experketdeiChernobyl.

Un nimero indeterminado de, entre 1 y 134, incekemucleares de amplio alcance
asociados a un evento EMP natural/artificial notidado, por falta de la prevision
anticipada de los medios adecuados especificasserehtrales europeas, redundaria en
una apreciable afectacion del derecho a la libed@dairculacion y residencia de los
ciudadanos en el territorio UE.

- Organo comunitario infractor y contra el que se dtige la denuncia:
a) ENSREG, Grupo Europeo de Reguladores de Seduxidelear.
b) Comisién Europea.

- Documentacién original de referencia que se apat

a) Informe de la Academia de Ciencias Americanaes@hb riesgo natural del clima
espacial.

http://www.nap.edu/catalog.php?record_id=12507

b) Informe de la OCDE: Future Global Shocks: Geameéig Storm:
www.oecdorg/dataecd57/25/46891645.pdf



c) Reconocimiento oficial del riesgo del clima adphy asignacion de rango de
probabilidad 5-50% por parte del National Risk Reagidel Gobierno britanico.
http://www.cabinetoffice.gov.uk/resource-libraryfioaal-risk-reqgister

d) Informe del Parlamento britanico:"Developing &ats: Electromagnetic Pulse”
http://www.parliament.uk/business/committees/corneai-a-z/commons-
select/defence-committee/news/publication-of-devielp-threats-electro-magnetic-

pulses-emp/

e) Informe en estudio ante la Nuclear RegulatoryniSimn sobre los efectos del clima
espacial en los reactores nucleanesel aseguramiento de la capacidad de
refrigeracion autonoma de reactores y piscinas deidga duracion.
http://pbadupws.nrc.gov/docs/ML1107/ML110750145.pdf

f) Informe sobre la interaccién del efecto EMP eactores nucleares comerciales
http://prod.sandia.gov/techlib/access-control. &f/A/822738-2.pdf

g) Informe de la Comision del Congreso de los EEdbre el riesgo EMP.
http://www.empcommission.org/docs/A2473-EMP_Comimiss/ MB.pdf

h) Texto de la Declaracion conjunta de los Gobisrde Reino Unido y los EEUU
reconociendo el clima espacial como un riesgo ahsignificativo y nuevo tratado de
cooperacion internacional.

http://www.noaanews.noaa.gov/stories2012/pdfs/UK-
NOAA%20Joint%20Statement%20_cleared%20by%20Sir%Z4RIR1%20june.pdf

i)Conclusiones y recomendaciones a los Estadosetrasnulacro atlantico conjunto
Comision Europea-NOAA de tormenta solar extrema.
http://www.lund.irf.se/HeliosHome/summary_geomad.pd

J) Informe Metatech: incidentes nucleares docunuwogatras la tormenta solar de
Quebec en 1989
www.ornl.gov/sci/ees/etsd/pes/pubs/ferc_Meta-R43dP©.

k) Memorandum oficial NOAA de las tormentas solatesHalloween 2003, y expreso
reconocimiento del incidente nuclear en Sueciaiado@ dicha tormenta solar.
http://www.swpc.noaa.gov/Services/HalloweenStorrmseasment.pdf

[) Reconocimiento formal del clima espacial coma de las amenazas a la seguridad
nacional de los EEUU:
www.dhs.gov/xlibrary/assets/rma-strateqgic-natiosi-assessment-ppd




Sr. Defensor del Pueblo Europeo.

Le remito para su conocimiento los links de descaagdirecta de doce documentos
relativos al grado de exposicion de la sociedad epea, y en particular, de
nuestros reactores nucleares a un evento solar egtno tipo Carrington, como el ya
sucedido en 1859.

Evento del que varios estudios, incluido el informeoficial del National Risk
Register 2012 y su nuevo Grupo Cientifico para Asesamiento en Emergencias
(SAGE), han sefialado la existencia de en torno a &% a 12% de probabilidades
de que efectivamente llegase a desencadenarse unetgento Carrington, en algun
momento de los proximos 5 afios.

En particular dicho tipo de eventos vienen a deseadenar un tipo de
pulso electromagnético pero de origen natural (congmente E3), que podria
producir una situacion de interrupcion prolongada cl suministro eléctrico de
varios meses o0 incluso varios afios de duraciéon, tgl como también ha sido
denunciado publicamente de modo conjunto por los asores cientificos de los
Presidentes Barack Obama y David Cameron desde lgmginas del prestigioso
New York Times (http://www.nytimes.com/2011/03/11/opinion/11iht-
edholdrenl1l1.html)

Otra vertiente de este riesgo por exposicion a uefidomeno EMP podria venir dado
por su causacion artificial mediante un ataque tewrista o estatal por detonacion
nuclear a altas altitudes, con un enorme alcance mnental.

Igualmente, el EIS Council, o Consejo para la Seguad de las Infraestructuras
Eléctricas impulsado por la Administracion Obama, efiald, igualmente, en su
comparecencia del afio pasado ante el Parlamento Bmico, que las centrales
nucleares se encuentran entre los tres primeros elentos a atender
prioritariamente por parte del Estado de llegarse alesencadenar una tal situacion.

Por todo ello, es un motivo general de preocupacigmara mi la inexistencia de un
Plan Especial de Proteccion Civil Europeo, ni tampm nacional, para un evento
EMP de alcance continental; sea este solar o artifal por ataque terrorista o

estatal, como también ha reconocido por su parte edciente informe del Comité de
Defensa del Parlamento del Reino Unido.

Pero me preocupa todavia mas, y entiendo que es unagligencia todavia mayor,
que por parte del Grupo Europeo de Reguladores de e§uridad Nuclear
(ENSREG) y la Comisiéon Europea, no hayan sido adoatlas respecto los 134
reactores nucleares europeos las imprescindibles didas de prevencion ante este
tipo de riesgo; medidas de prevencion que pudiesepermitir mantener la
refrigeracion de los reactores nucleares en una tatircunstancia (durante las
varias semanas necesarias en tal caso, no durant24"horas" de autonomia sin
asistencia externa en el momento actual) y por tantno se pueda implementar la
refrigeracion necesaria; durante mas de un afio enl €aso de las vulnerables
piscinas nucleares de combustible gastado; teniendespecialmente presente la
situacion especialmente vulnerable ante este tipoedeventos de piscinas de



combustible gastado abarrotadas de determinadas ceales como las de
Cofrentes, en Valencia, con sus casi 4000 elementos

De hecho, en dos de los informes que les remito,leforme Metatech elaborado

por John Kappenman relativo a la tormenta solar deQuebec de 1989, y el
Memoradum oficial de NOAA relativo a las tormentassolares de Halloween de
2003 - es decir, eventos solares unas 10 veces menaue el Carrington - se
reconoce especificamente el desencadenamiento, exdfwvamente, de hasta 12
incidentes nucleares en centrales del norte del dimente americano de un lado, y
de un incidente nuclear en una Central nuclear enugcia.

Y por ello mismo entiendo como una omision negligém la inexistencia en el seno
de la Comisién Europea y de Proteccion Civil Europe de un Plan Europeo de
prevencion EMP unitario e integral, tanto relativoal EMP natural de origen solar

(componente E3) como al EMP artificial, de mayor plegrosidad si cabe al contar

también junto al E3, con los componentes E1 y E2 ldeulso.

Nuestras 134 centrales nucleares europeas no estirparadas para un evento de
baja probabilidad como éste, pero realmente posibleque desencadenase una
situacion de interrupcion del suministro eléctricoprolongado y comprometiese su
imprescindible refrigeracion posterior al apagado.

No existen siquiera planes y protocolos de protecti de nuestros reactores ante
este tipo de riesgo.

De ello se deriva una muy grave situacion de riesgmara la vida y la seguridad de
millones de ciudadanos europeos en caso de que taksgo llegase a
desencadenarse.

¢Cuanto tiempo se estd en disposicion de garantizautbnomamente desde las
propias centrales, y sin asistencia exterior, el eftivo mantenimiento de la
refrigeracion de los reactores tras s apagado, o dls propias piscinas de
combustible gastado?

.Se ha tomado todo ello en consideracién respectdras instalaciones de
procesamiento o de almacenamiento de residuos?.

Solicito por tanto, por la presente, que la Oficinadel Defensor del Pueblo Europeo
atienda a ésta denuncia y tome en consideracion ystedio la distinta
documentacion e informes adjuntos relativa a la mima, ante lo que entendemos
representa un riesgo muy poco atendido por nuestrasociedades y en el que un
12%, un 5% o un 1% resultan por igual absolutamententolerable.

Sin otro particular, quedo a su disposiciébn para calquier otra cuestion que
estimen necesaria,

Fdo:
(DNI, Domicilio, email, Teléfono de contacto):



Anexo |.

Proposiciéon no de Ley sobre la necesidad de un pamolo de seguridad europeo
para la prevencion tecnoldgica derivada de fenOmesmaturales solares.

Aprobada por unanimidad de todos los grupos politios del Parlamento espafiol,
este pasado 24 de septiembre de 2012.

161/000462CD)

663/000008S)

La Mesa del Congreso de los Diputados, en su reutéd dia de hoy, ha adoptado el
acuerdo que se indica respecto al asunto de refaren

(161) Proposicion no de Ley en Comision.
Autor: Grupo Parlamentario Socialista.

Proposicion no de Ley sobre la necesidad de umoqotit de seguridad europeo para la
prevencion tecnoldgica derivada de fendmenos ratusalares.

Acuerdo:

Considerando que solicita el debate de la iniciativen Comisién, y entendiendo que
es la Comisidon Mixta la que insta al Gobierno a ladoptacion de las medidas
correspondientes, admitirla a trAmite como Proposién no de Ley, conforme al
articulo 194 del Reglamento, y disponer su conociento por la Comision Mixta

para la Union Europea. Asimismo, dar traslado del euerdo al Gobierno, al

Senado, al Grupo proponente y publicar en el Boleti Oficial de las Cortes

Generales.

En ejecucion de dicho acuerdo, se ordena la publican.

Palacio del Congreso de los Diputados, 20 de marzo
de 2012.—P. D. El Letrado Mayor de las Cortes Gdasy
Manuel Alba Navarro.

A la Mesa del Congreso de los Diputados

En nombre del Grupo Parlamentario Socialista, m@d esa Mesa, para presentar, al
amparo de lo establecido en el articulo 193 y sigfes del vigente reglamento del
Congreso de los Diputados, la siguiente Proposieidde Ley sobre la necesidad de un
protocolo de seguridad europeo para la preveneidmoldgica derivada de fendmenos
naturales solares, para su debate en la Comisigta ldara la Union Europea.

Exposicion de motivos

De nuestra estrella «el Sol» fluye una emision inoat de particulas cargadas
eléctricamente (protones, electrones y nucleos el®)hque constituyen lo que es

conocido coloquialmente como: el viento solar. Easiones, dicho viento se ve

perturbado por la liberacion explosiva en la atei@sfsolar de miles de millones de
toneladas de estas particulas en unas pocas ldarady lugar a una tormenta en el
viento solar que se propaga por todo el SistemaeRdao. La intensidad y frecuencia
de tales eventos varian con el ciclo de once aéda dctividad solar. Precisamente en
el tiempo presente a comienzos del afio 2012 nas@amos iniciando un nuevo ciclo

cuyo maximo se espera para el afio préximo 2013ndsero e intensidad variara con
el referido ciclo de actividad solar de once afios.



El campo magnético terrestre conocido como la ntagfera, nos protege de la acciéon
directa del «viento solar» aunque no totalmentgo Beertas orientaciones del campo
magneético interplanetario con respecto al terre$die particulas de dichas tormentas
pueden llegar a perforar el escudo protector (lgnetosfera) provocando tormentas
geomagnéticas y causando diversos efectos soplaneta.

Ello es mas posible que se produzca cerca de los ptagnéticos de la Tierra, zonas
en las que las lineas de fuerza del campo magnéitestre se abren al medio
interplanetario. Mas especificamente, aquellas zorercanas al polo magnético
terrestre como EE.UU. y Canada constituyen zongscedmente sensibles a los
efectos de las tormentas solares como tambiéntaasgbnocidos los fenémenos
vinculados al viento solar. Precisamente por eftoalyunos paises las autoridades
responsabilizadas de las labores de protecciéh lean desarrollado programas de
alerta a la poblacion. Sirva como recordatoriopgiggbn que sufrié la zona de Quebec
en marzo de 1989 producido por una tormenta solar.

Debemos de ser conscientes de que la energia deaftdsulas es suficientemente
grande como para causar efectos en la atmdésferaejgraplo las auroras boreales) o
sobre nuestra tecnologia basada en la electrididatiamada ciberelectroesfera) asi
como también producir dafios en los seres vivosmi&aio también debemos tener
presente que nuestra civilizacion actual va depsoldi cada vez mas de las
comunicaciones y obviamente del consumo de enerfgietrica que podria verse
afectado por las referidas interacciones.

Numerosos satélites constituyen la base de nuestrenlogia de comunicaciones y
navegacion y sus fallos estdn asociados claramant&as tormentas solares,
circunstancias de las que son claramente conssidate empresas y los estados
propietarios de los mismos.

Por otro lado y no de menor importancia lo congéitulos efectos sobre la aviacion y
en especial para aquellas aeronaves que siguenpokares y es por ello por lo que
suelen llevar medidores a bordo para controlaivel de radiacion ionizante que recibe
la tripulacién o los pasajeros.

La humanidad dispone de estudios de los efectodupidos por grandes tormentas

solares sobre nuestra tecnologia desde 1859 haattulalidad. Si bien es cierto que no
es de esperar que el actual ciclo de actividadpnogorcione tormentas especialmente
intensas, también responsablemente hemos de rezogoe nuestra sociedad es cada
vez mas vulnerable a perturbaciones de las queepusér victimas nuestro actual

sistema tecnoldgico.

Nuestros sistemas eléctricos en muchas ocasiorsggentran cercanos a la saturacion
y cualquier desequilibrio exterior puede provocaiab importantes.

En Espafa las labores educativas y preventivas sittaciones excepcionales de
emergencia generados por fendmenos naturales eierd# procedencia no ha sido
objetivo de especial atencion. Por ello no puedardie causar satisfaccion el que una
Comunidad Auténoma como Extremadura a través deoteqmion civil de

Extremadura» acaba de publicar una serie de rectamiemes o «buenas practicas
preventivas» realmente pioneras en nuestro pafs, l@® que explica de manera



didactica a los ciudadanos lo que se entiende adicriesgo natural vinculado a una
«tormenta solar severa» y como podria preparamsiguiar persona en la Comunidad
Auténoma de Extremadura en caso de que algunaevemdujese de forma inesperada
y llegase a afectar a las infraestructuras espsifiolgue dado el agitado momento solar
del actual periodo de actividad solar, podria darsein 1% de posibilidades segun
seflalan instancias europeas e internacionales.

El texto al que nos estamos refiriendo que titulafleecalogo de buenas précticas,
tormenta solar severa: ¢cémo prevenirla?» ha dabmmado por la Direccidon General

de Justicia e Interior de la Junta de Extremadursuycontenido se basa en las
estimaciones de los principales informes sobre mst&ria recogidas en el estudio del
«observatorio del clima espacial» y comienza pdimidede manera didactica una

tormenta solar como «una variacién pronunciadaaelpo magnético terrestre debido
a que porciones de la energia solar son transfer@lanuestra magnetosfera,

habitualmente en conexion a grandes llamaradasesaj@e emiten materia en nuestra
direccion».

El texto al que estamos haciendo referencia puntuaon claridad que: «la gran

mayoria de las tormentas solares suelen ser algdrce inofensivo cuyo efecto mas

relevante es el de ofrecernos imagenes de gragzheadh los cielos nérdicos lo que es
conocido como auroras boreales. En singulares auasi pueden llegar a producirse
efectos de induccion electromagnética similaresn &NMP (Pulso Electromagnético)

gue podrian llegar a dafar las redes e infraeatagieléctricas, sistemas tecnoldgicos
satelitales y de GPS. En suma a los sistemas withosla la comunicacion pero nunca a
las personas dada la proteccién que nos proportaohiarra».

El «decalogo de buenas practicas» que ha formuéadanta de Extremadura ha sido
planteado desde la Optica de una «buena practieqiva» y relaciona un decéalogo
de sugerencias de aspectos esenciales acerca dedebmrrian prevenirse las familias
extremefias para estar mejor preparadas ante pstedé eventualidades de baja
probabilidad, en la linea de las recientes recoamodes que sobre la materia ha
emitido el Parlamento britanico y de los nuevoshtglamientos de autoproteccion
familiar elaborados por el correspondiente depatamde proteccion civil de EE.UU.
tras la nueva directiva presidencial aprobada pBresidente norteamericano.

En consecuencia, conviene tener constancia demjlos &E.UU., tras un largo proceso
de evaluacion, el Departamento de Seguridad Nacistadounidense ha elaborado el
nuevo Registro Nacional de Riesgos Estratégicos @ampais con un listado oficial de
«las veintitrés mayores amenazas» para los EE.We. ppdrian desencadenar una
catastrofe de escala nacional, de entre las gqunagentra la expresa inclusion del
riesgo de tormenta solar definida por primera \@n@ una amenaza natural 0 amenaza
del clima espacial que puede desencadenarse clarposible llegada de una llamarada
solar formada por radiaciones electromagnéticaartiqulas energéticas que pudiesen
causar una interrupcion de los servicios de lug,ygagua a la poblacion y dafar las
infraestructuras criticas».

Por todo ello, el Grupo Parlamentario Socialisespnta la siguiente

Proposicion no de Ley



«El Congreso de los Diputados insta al Gobierno @Que se remita al Parlamento
Europeo y a la Comision el criterio de las Cortes €nerales espafiolas en el sentido
de la conveniencia de la elaboracibn de un catalogeducativo y preventivo
conjunto para todos los paises integrados en la Wm Europea asi como un
protocolo de actuacion para el medio y largo plazante hipotéticas situaciones de
emergencia derivadas de fallos tecnoldgicos produdas por fendmenos naturales
de origen solar que pudiesen afectar a la generaaid/ distribucion eléctrica asi
como a las telecomunicaciones.»

Palacio del Congreso de los Diputados, 15 de n@eZ2012.
—José Segura Clavell, Diputado.
—Eduardo Madina Mufioz, Portavoz del Grupo Parlaar@enSocialista.



Anexo Il.
Nueva resolucion no de ley en tramitacion en el Cgreso de los EEUU.

HRES 762 |H

http://www.opencongress.org/bill/112-hr762/show

112th CONGRESS
2d Session

H. RES. 762
Expressing the sense of the House of Represergatgarding community-based civil
defense and power generation.

IN THE HOUSE OF REPRESENTATIVES

August 2, 2012

Mr. BARTLETT (for himself, Mr. FRANKS of Arizona, Id. CLARKE of New York,
and Mr. JOHNSON of Georgia) submitted the follownegolution; which was referred
to the Committee on Transportation and Infrastmectu

RESOLUTION

Expressing the sense of the House of Represergatgarding community-based civil
defense and power generation.

Whereas the United States has become increasinghg mependent on electronic
delivery systems to power daily needs and prowdéife common defense;

Whereas these systems would be rendered useleiseiorfunctions significantly
reduced in the event of a ‘high impact low-frequenevent such as a cyber attack,
coordinated physical attack on electric grid andnownications assets, or the
electromagnetic pulse (EMP) effects of either a-§€&r solar storm or high-altitude
nuclear burst;

Whereas the 2010 North American Electric Reliapil@orporation (NERC) report,
‘High-Impact Low-Frequency Vulnerabilities to theulB American Power Systen,
discusses the wide range of threats that couldigisdamage, or destroy sufficient
amounts of the power grids to cause widespreaddeat economic disruption;

Whereas the January 2010 Federal Energy Regul&orgmission (FERC) report,
‘Electromagnetic Pulse: Effects on the U.S. Poweid'G provides detail into the
vulnerability of power grids from the electromagogqiulse (EMP) effects of extreme
space weather and high-altitude nuclear effects améntional electromagnetic
interference;

Whereas the Congressional EMP Commission reporta004 and 2008 outline the
interdependent nature of all critical infrastrueturespecially to power and
telecommunications and their vulnerability to tHdFE effects of extreme space weather
and high-altitude nuclear bursts;
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Whereas the National Defense University hostedriesef workshops and an energy
security exercise in October 2011 with broad pgaditon of Federal, State, local
government, and the private sector highlightingribed for greater local sustainability
in light of a prolonged nationwide power loss;

Whereas the Hoover-Brookings joint report on disttéed power shows that the value
of local power generation for security applicatioiss either cost competitive or
approaching competitiveness as new innovations comerket;

Whereas, on March 30, 2012, the United States Dmpat of Homeland Security
published the ‘National Preparedness Report’ (R¢psgeking to create ‘an all-of-
nation’ approach to preparedness;

Whereas the Federal Emergency Management AgencMAlrEvas assigned as the
National Preparedness Report Coordinator, ‘Efftwtsmprove national preparedness
have incorporated the whole community, which inekidhdividuals, communities, the
private and nonprofit sectors, faith-based orgdiura, and Federal, State, local, tribal,
and territorial governments.’;

Whereas the ‘National Preparedness Report’ focusesa catastrophic planning
framework known as ‘Maximums of Maximums’, whichnters on collaborative,
whole community planning for worst-case scenaridgt t exceed government
capabilities and therefore focus on more local amblvidual efforts for survival and
recovery;

Whereas these high-impact, low-frequency eventsldvoause regional or nationwide
collapse of critical infrastructure that could lasbnths or longer, it is incumbent on the
Federal Government to reassess its civilian ciefedse strategies to include local
governments and individual citizens; and

Whereas it is in the interest of national secuaitg local community viability that every
community and institution begin to reestablishaitslity to generate at least 20 percent
of its own power for its critical infrastructuredservices in order to provide its citizens
with food and water: Now, therefore, be it

ResolvedThat the House of Representatives--

(1) encourages every community to develop its ownivil defense program’
working with citizens, leaders, and institutions ranging from local fire halls,
schools, and faith-based organizations, to createigainable local infrastructure
and planning capacity so that it might mitigate hidn-impact scenarios and be
better prepared to survive and recover from these wrst-case disaster scenarios
and be better able to affordably and sustainably met the needs of the community
in times of peace and tranquility;

(2) encourages every citizen to develop an individli emergency plan to prepare
for the absence of government assistance for extesgal periods;

(3) encourages each local community to foster thegability of providing at least

20 percent of its own critical needs such as locglower generation, food, and
water, while protecting local infrastructure whenewer possible from the threats
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that threaten centralized infrastructure, and do so with the urgency and

importance inherent in an all-of-nation civil deferse program developed by citizens
and their local communities; and

(4) encourages State governments and Federal agesxito support the ability of
local communities to become stronger, self-reliantand better able to assist
neighboring communities in times of great need.
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Anexo lll.

Texto de la nueva legislacion federal de los EEUUtmamite sobre medidas de
proteccion de las infraestructuras eléctricas madés ante eventos extremos del clima
espacial y atagues mediante EMP artificial.

H.R.668 - SHIELD Act

To amend the Federal Power Act to protect the bullpower system and electric
infrastructure critical to the defense and well-beng of the United States against
natural and manmade electromagnetic pulse ("EMP") hreats and vulnerabilities
Display Version

Rollover any line of text to comment and/or linkitto

HR 668 IH

112th CONGRESS

1st Session

H. R. 668

To amend the Federal Power Act to protect the polker system and electric
infrastructure critical to the defense and wellAgeof the United States against natural
and manmade electromagnetic pulse (‘(EMP’) threatisvailnerabilities.

IN THE HOUSE OF REPRESENTATIVES

February 11, 2011

Mr. FRANKS of Arizona (for himself, Mr. BARTLETT, M HALL, Mr. LAMBORN,
Mr. KING of lowa, Mr. AKIN, Mr. BROUN of Georgia, M MARCHANT, Mr.
POSEY, Mr. WEST, Mr. LOBIONDO, Mr. BISHOP of UtaiMr. HUNTER, Mr.
TERRY, Mr. KLINE, Mr. DANIEL E. LUNGREN of Califorma, Mr. STEARNS, Mr.
KING of New York, Mr. TURNER, Ms. CLARKE of New Yd&; Mr. GARAMENDI,
Mr. SAM JOHNSON of Texas, Mr. JOHNSON of Ohio, MIORDAN, and Mr.
ROYCE) introduced the following bill; which was eefed to the Committee on Energy
and Commerce, and in addition to the Committee henBudget, for a period to be
subsequently determined by the Speaker, in each &@s consideration of such
provisions as fall within the jurisdiction of thermmittee concerned

A BILL

To amend the Federal Power Act to protect the polker system and electric
infrastructure critical to the defense and wellrgeof the United States against natural
and manmade electromagnetic pulse (‘(EMP’) threatisvailnerabilities.

Be it enacted by the Senate and House of Repréisestaof the United States of
America in Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘Secure High-voltaggalstructure for Electricity from
Lethal Damage Act’ or the ‘SHIELD Act'.

SEC. 2. FINDINGS.

(1) According to the Report of the Commission teéss the Threat to the United States
from Electromagnetic Pulse Attack (in this Act reéel to as the ‘EMP Commission
Report’), the society and economy of the United&tare ‘critically dependent upon
the availability of electricity.’.
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(2) According to the EMP Commission Report, ‘con&d electrical supply is necessary
for sustaining water supplies, production and dhation of food, fuel,
communications, and everything else that is padusfeconomy’.

(3) According to the EMP Commission Report, ‘conpemary U.S. society is not
structured, nor does it have the means, to profade¢he needs of nearly 300 million
Americans without electricity.’.

(4) According to the EMP Commission Report, duehe existing electrical system
operating at or near its physical capacity, ‘atreddy modest upset to the system can
cause functional collapse.’.

(5) According to the EMP Commission Report, eleetagnetic pulse (in this Act
referred to as ‘EMP’) is a threat to the overadiadtical power system.

(6) According to the EMP Commission Report, EMP wscboth naturally, such as
geomagnetic storms, and via manmade devices.

(7) According to the EMP Commission Report, whie electric infrastructure ‘has a
degree of durability against . . . the failure afeoor a small number of [electric]
components,’ the current strategy for recoverydsathe United States ill-prepared to
respond effectively to an EMP attack that wouldeptially result in damage to vast
numbers of components nearly simultaneously ovemanecedented geographic scale.
(8) According to the EMP Commission Report, EMP ymaouple ultimately
unmanageable currents and voltages into an elacsystem routinely operated with
little margin and cause the collapse of large pogiof the electrical system.’.

(9) According to the EMP Commission Report, a qudla of large portions of the
electrical system will result in significant per®df power-outage and ‘restoration from
collapse or loss of significant portions of theteys [will be] exceedingly difficult.’.

(10) According to the EMP Commission Report, ‘skibtlie electrical power system be
lost for any substantial period of time . . . tlegequences are likely to be catastrophic
to civilian society.’.

(11) According to the EMP Commission Report, ‘then@nission is deeply concerned
that [negative] impacts [on the electric infrastuue] are certain in an EMP event
unless practical steps are taken to provide priote@br critical elements of the electric
system.’.

The Congress makes the following findings:

SEC. 3. AMENDMENT TO THE FEDERAL POWER ACT.

(a) Critical Electric Infrastructure Security- P#rbf the Federal Power Act (16 U.S.C.
824 et seq.) is amended by adding after sectioriti# ®llowing new section:

‘SEC. 215A. CRITICAL ELECTRIC INFRASTRUCTURE SECURI TY.

‘(A) is not part of the bulk-power system; and

‘(B) serves a facility designated by the Presidgantsuant to subsection (d)(1), but is not
owned or operated by the owner or operator of sacihty.

‘(A) a malicious act using an electromagnetic putsea geomagnetic storm event, that
could disrupt the operation of those electricakl@ctronic devices or communications
networks, including hardware, software, and ddtat are essential to the reliability of
the bulk-power system or of defense critical eleatrfrastructure; and

‘(B) disruption of the operation of such devicesnetworks, with significant adverse
effects on the reliability of the bulk-power systemn of defense critical electric
infrastructure, as a result of such act or event.

‘(A) that was developed or submitted in connectiwith the implementation of this
section;
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‘(B) that specifically discusses grid security #iise grid security vulnerabilities,
defense critical electric infrastructure vulnergigs$, or plans, procedures, or measures
to address such threats or vulnerabilities; and

‘(C) the unauthorized disclosure of which could leed in a malicious manner to
impair the reliability of the bulk-power system @f defense critical electric
infrastructure.

‘(1) BULK-POWER SYSTEM; ELECTRIC RELIABILITY ORGANEATION;
REGIONAL ENTITY- The terms ‘bulk-power system’, ‘&dtric Reliability
Organization’, and ‘regional entity’ have the me®s given such terms in paragraphs
(1), (2), and (7) of section 215(a), respectively.

‘(2) DEFENSE CRITICAL ELECTRIC INFRASTRUCTURE- Thderm
‘defense critical electric infrastructure’ meansy amfrastructure located in the United
States (including the territories) used for theagation, transmission, or distribution of
electric energy that--

‘(3) DEFENSE CRITICAL ELECTRIC INFRASTRUCTURE
VULNERABILITY- The term ‘defense critical electrienfrastructure vulnerability’
means a weakness in defense critical electric strivature that, in the event of a
malicious act using an electromagnetic pulse, wpoke a substantial risk of disruption
of those electrical or electronic devices or comitations networks, including
hardware, software, and data, that are essentigthaoreliability of defense critical
electric infrastructure.

‘(4) ELECTROMAGNETIC PULSE- The term ‘electromagimgpulse’ means 1
or more pulses of electromagnetic energy generatesimitted by a device capable of
disabling, disrupting, or destroying electronic gaquent by means of such a pulse.

‘(5) GEOMAGNETIC STORM- The term ‘geomagnetic storm’ means a
temporary disturbance of the Earth’s magnetic fieldresulting from solar activity.

‘(6) GRID SECURITY THREAT- The term ‘grid securitthreat’ means a
substantial likelihood of--

‘7) GRID SECURITY VULNERABILITY- The term ‘grid seurity
vulnerability’ means a weakness that, in the evehta malicious act using an
electromagnetic pulse, would pose a substantiklafsdisruption to the operation of
those electrical or electronic devices or commuiuea networks, including hardware,
software, and data, that are essential to thebikfiaof the bulk-power system.

‘(8) LARGE TRANSFORMER- The term ‘large transforrhameans an electric
transformer that is part of the bulk-power system.

‘(9) PROTECTED INFORMATION- The term ‘protected arfnation’” means
information, other than classified national seguiitformation, designated as protected
information by the Commission under subsectiorn2(e)(

‘(10) SECRETARY- The term ‘Secretary’ means ther8t&ry of Energy.

‘(11) SECURITY- The definition of ‘security’ in séon 3(16) shall not apply to
the provisions in this section.

‘(A) the Electric Reliability Organization;

‘(B) a regional entity; or

‘(C) any owner, user, or operator of the bulk-powgstem or of defense critical electric
infrastructure within the United States.

‘(A) The date upon which the President issues awndiges to the Commission (either
directly or through the Secretary) a written dineetor determination that the grid
security threat identified under paragraph (1)ongeér exists.

‘(B) The date upon which the Commission issues d@temr determination that the
emergency measures are no longer needed to addeegsd security threat identified
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under paragraph (1), including by means of Commisapproval of a reliability
standard under section 215 that the Commissiorrrdetes adequately addresses such
threat.

‘(C) The date that is 1 year after the issuancanodrder under paragraph (1).

‘(1) AUTHORITY TO ADDRESS GRID SECURITY THREATS- Wdnever
the President issues and provides to the Commiggibiner directly or through the
Secretary) a written directive or determinationniglying an imminent grid security
threat, the Commission may, with or without notitearing, or report, issue such
orders for emergency measures as are necessasyjudgment to protect the reliability
of the bulk-power system or of defense criticalcele infrastructure against such
threat. As soon as practicable, but not later #&hdays after the date of enactment of
this section, the Commission shall, after noticd apportunity for comment, establish
rules of procedure that ensure that such authcaitybe exercised expeditiously.

‘(2) NOTIFICATION OF CONGRESS- Whenever the Presidéssues and
provides to the Commission (either directly or tigh the Secretary) a written directive
or determination under paragraph (1), the Presiftenthe Secretary, as the case may
be) shall promptly notify congressional committedéselevant jurisdiction, including
the Committee on Energy and Commerce of the HodisRepresentatives and the
Committee on Energy and Natural Resources of thet8e of the contents of, and
justification for, such directive or determination.

‘(3) CONSULTATION- Before issuing an order for emgency measures under
paragraph (1), the Commission shall, to the expeatticable in light of the nature of
the grid security threat and the urgency of thednfese such emergency measures,
consult with appropriate governmental authoritiasdanada and Mexico, entities
described in paragraph (4), the Secretary, andr ceppropriate Federal agencies
regarding implementation of such emergency measures

‘(4) APPLICATION- An order for emergency measuradear this subsection
may apply to--

‘(5) DISCONTINUANCE- The Commission shall issue artder discontinuing
any emergency measures ordered under this subseetiective not later than 30 days
after the earliest of the following:

‘(6) COST RECOVERY- If the Commission determineattbwners, operators,
or users of the bulk-power system or of defensgcatielectric infrastructure have
incurred substantial costs to comply with an ongietler this subsection or subsection
(c) and that such costs were prudently incurred @thot reasonably be recovered
through regulated rates or market prices for tketat energy or services sold by such
owners, operators, or users, the Commission siidgdly notice and an opportunity for
comment, establish a mechanism that permits suchei®y operators, or users to
recover such costs.

‘(A) provide entities subject to the standards vk option of meeting such standards
individually or jointly; and

‘(B) appropriately balance the risks associatechvatreasonably foreseeable event,
including any regional variation in such risks, athek costs of ensuring adequate
availability of spare transformers.

‘(1) COMMISSION AUTHORITY- If the Commission, in ¢sultation with
appropriate Federal agencies, identifies a gridurggc vulnerability that the
Commission determines has not adequately been smdfethrough a reliability
standard developed and approved under sectiont2d%;ommission shall, after notice
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and opportunity for comment and after consultatith the Secretary, other
appropriate Federal agencies, and appropriate goental authorities in Canada and
Mexico, promulgate a rule or issue an order reggiimplementation, by any owner,
operator, or user of the bulk-power system in timtdd States, of measures to protect
the bulk-power system against such vulnerabilityry Auch rule or order shall include a
protection plan, including automated hardware-bassdtions. Before promulgating a
rule or issuing an order under this paragraph, Goeenmission shall, to the extent
practicable in light of the urgency of the need &ation to address the grid security
vulnerability, request and consider recommendatiéosn the Electric Reliability
Organization regarding such rule or order. The Casion may establish an
appropriate deadline for the submission of suchmeuoendations.

‘(2) RESCISSION- The Commission shall approve aabdity standard
developed under section 215 that addresses a gcurigy vulnerability that is the
subject of a rule or order under paragraph (1)essithe Commission determines that
such reliability standard does not adequately ptosgainst such vulnerability or
otherwise does not satisfy the requirements ofi@e@15. Upon such approval, the
Commission shall rescind the rule promulgated ateprissued under paragraph (1)
addressing such vulnerability, effective upon tffeative date of the newly approved
reliability standard.

‘(3) GEOMAGNETIC STORMS AND ELECTROMAGNETIC PULSENot
later than 6 months after the date of enactmerthisfsection, the Commission shall,
after notice and an opportunity for comment anéradonsultation with the Secretary
and other appropriate Federal agencies, issuedsr directing the Electric Reliability
Organization to submit to the Commission for apptander section 215, not later than
6 months after the issuance of such order, religlstandards adequate to protect the
bulk-power system from any reasonably foreseeabmagnetic storm or
electromagnetic pulse event. The Commission’s ostall specify the nature and
magnitude of the reasonably foreseeable eventsgigaihich such standards must
protect. Such standards shall appropriately baléneaisks to the bulk-power system
associated with such events, including any regigagation in such risks, and the costs
of mitigating such risks. If the Commission deteres that the reliability standards
submitted by the Electric Reliability Organizatigpursuant to this paragraph are
inadequate, the Commission shall promulgate a oulessue an order adequate to
protect the bulk-power system from geomagneticnssoor electromagnetic pulse as
required under paragraph (1).

‘(4) LARGE TRANSFORMER AVAILABILITY- Not later thanl year after
the date of enactment of this section, the Comomsshall, after notice and an
opportunity for comment and after consultation vitie Secretary and other appropriate
Federal agencies, issue an order directing therigldeeliability Organization to submit
to the Commission for approval under section 21, later than 1 year after the
issuance of such order, reliabilty standards asking availability of large
transformers. Such standards shall require entitlest own or operate large
transformers to ensure, individually or jointly, eagiate availability of large
transformers to promptly restore the reliable openaof the bulk-power system in the
event that any such transformer is destroyed abtbsl as a result of a geomagnetic
storm event or electromagnetic pulse event. Ther@igsion’s order shall specify the
nature and magnitude of the reasonably foreseeafalets that shall provide the basis
for such standards. Such standards shall--
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‘(A) critical to the defense of the United Statasd
‘(B) vulnerable to a disruption of the supply oéetric energy provided to such facility
by an external provider.

‘(1) DESIGNATION- Not later than 180 days after tihate of enactment of this
section, the President shall designate, in a writieective or determination provided to
the Commission, facilities located in the Unitect8s (including the territories) that
are--

The number of facilities designated by such divectr determination shall not
exceed 100. The President may periodically revige list of designated facilities
through a subsequent written directive or detertionaprovided to the Commission,
provided that the total number of designated faediat any time shall not exceed 100.

‘(2) COMMISSION AUTHORITY- If the Commission iderfies a defense
critical electric infrastructure vulnerability th#te Commission, in consultation with
owners and operators of any facility or facilit@ssignated by the President pursuant to
paragraph (1), determines has not adequately beenessed through measures
undertaken by owners or operators of defense a&ritedectric infrastructure, the
Commission shall, after notice and an opporturgtlydomment and after consultation
with the Secretary and other appropriate Fedemh@gs, promulgate a rule or issue an
order requiring implementation, by any owner or raps of defense critical electric
infrastructure, of measures to protect the defemgeal electric infrastructure against
such vulnerability. The Commission shall exemptrfrany such rule or order any
specific defense critical electric infrastructubattthe Commission determines already
has been adequately protected against the idehtfignerability. The Commission
shall make any such determination in consultatiatih whe owner or operator of the
facility designated by the President pursuant tcagr@ph (1) that relies upon such
defense critical electric infrastructure.

‘(3) COST RECOVERY- An owner or operator of defensdtical electric
infrastructure shall be required to take measurekeuparagraph (2) only to the extent
that the owners or operators of a facility or fiies designated by the President
pursuant to paragraph (1) that rely upon such strfugture agree to bear the full
incremental costs of compliance with a rule proratég or order issued under
paragraph (2).

‘(A) be exempt from disclosure under section 55@ppf title 5, United States Code;
and

‘(B) not be made available pursuant to any Stategl| or tribal law requiring disclosure
of information or records.

‘(A) IN GENERAL- Consistent with the Controlled Ulassified Information
framework established by the President, the Comomsshall promulgate such
regulations and issue such orders as necessaggigndte protected information and to
prohibit the unauthorized disclosure of such pre@aformation.

‘(B) SHARING OF PROTECTED INFORMATION- The regulatis promulgated and
orders issued pursuant to subparagraph (A) shaWlige standards for and facilitate the
appropriate sharing of protected information wiibtween, and by Federal, State, local,
and tribal authorities, the Electric Reliability ganization, regional entities, and
owners, operators, and users of the bulk-poweresysh the United States and of
defense critical electric infrastructure. In progating such regulations and issuing
such orders, the Commission shall take accounhefrble of State commissions in
reviewing the prudence and cost of investmentsimwvitheir respective jurisdictions.
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The Commission shall consult with appropriate Ca@aradnd Mexican authorities to
develop protocols for the sharing of protected rimation with, between, and by
appropriate Canadian and Mexican authorities andeosy operators, and users of the
bulk-power system outside the United States.

‘(1) PROHIBITION OF PUBLIC DISCLOSURE OF PROTECTED
INFORMATION- Protected information shall--

‘(2) INFORMATION SHARING-

‘(3) SUBMISSION OF INFORMATION TO CONGRESS- Nothing this
section shall permit or authorize the withholdingirdormation from Congress, any
committee or subcommittee thereof, or the Compmrdieneral.

‘(4) DISCLOSURE OF NONPROTECTED INFORMATION- In irfrgmenting
this section, the Commission shall protect frontldsure only the minimum amount of
information necessary to protect the reliabilitytiod bulk-power system and of defense
critical electric infrastructure. The Commissioraklsegregate protected information
within documents and electronic communications, rewer feasible, to facilitate
disclosure of information that is not designategmatected information.

‘(5) DURATION OF DESIGNATION- Information may notebdesignated as
protected information for longer than 5 years, sslspecifically redesignated by the
Commission.

‘(6) REMOVAL OF DESIGNATION- The Commission may rene the
designation of protected information, in whole mipart, from a document or electronic
communication if the unauthorized disclosure offsudormation could no longer be
used to impair the reliability of the bulk-powerssgym or of defense critical electric
infrastructure.

‘(7) JUDICIAL REVIEW OF DESIGNATIONS- Notwithstandg subsection
(0 of this section or section 313, a person orntennay seek judicial review of a
determination by the Commission concerning thegiegion of protected information
under this subsection exclusively in the distriotit of the United States in the district
in which the complainant resides, or has his ppiakiplace of business, or in the
District of Columbia. In such a case the court Istiatermine the matter de novo, and
may examine the contents of documents or electrommmunications designated as
protected information in camera to determine wheth&ch documents or any part
thereof were improperly designated as protectedrmmdtion. The burden is on the
Commission to sustain its designation.

‘(1) EXPERTISE AND RESOURCES- The Secretary shsilablish a program,
in consultation with other appropriate Federal agges) to develop technical expertise in
the protection of systems for the generation, trassion, and distribution of electric
energy against geomagnetic storms or malicious usitg) electromagnetic pulse that
would pose a substantial risk of disruption to tiperation of those electronic devices
or communications networks, including hardwaretvgafe, and data, that are essential
to the reliability of such systems. Such prograralisimclude the identification and
development of appropriate technical and electroe&ources, including hardware,
software, and system equipment.

‘(2) SHARING EXPERTISE- As appropriate, the Secrgtshall offer to share
technical expertise developed under the programemrgaragraph (1), through
consultation and assistance, with owners, operatorsusers of systems for the
generation, transmission, or distribution of elecémergy located in the United States
and with State commissions. In offering such suppbe Secretary shall assign higher
priority to systems serving facilities designatgdtie President pursuant to subsection
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(d)(1) and other critical-infrastructure facilitiewhich the Secretary shall identify in
consultation with the Commission and other appedpriFederal agencies.

‘(3) SECURITY CLEARANCES AND COMMUNICATION- The Seetary
shall facilitate and, to the extent practicablepeasiite the acquisition of adequate
security clearances by key personnel of any estityject to the requirements of this
section to enable optimum communication with Feldsgancies regarding grid security
threats, grid security vulnerabilities, and defensatical electric infrastructure
vulnerabilities. The Secretary, the Commission, atieer appropriate Federal agencies
shall, to the extent practicable and consistert wieir obligations to protect classified
and protected information, share timely actionabfermation regarding grid security
threats, grid security vulnerabilities, and defensatical electric infrastructure
vulnerabilities with appropriate key personnel ainers, operators, and users of the
bulk-power system and of defense critical eledtriastructure.

(1) JURISDICTION- Section 201(b)(2) of the Fedekawer Act (16 U.S.C.
824(b)(2)) is amended by inserting ‘215A," aftel®’ each place it appears.

(2) PUBLIC UTILITY- Section 201(e) of the Federabwer Act (16 U.S.C.
824(e)) is amended by inserting ‘215A," after ‘215,

‘(a) Definitions- For purposes of this section:

‘(b) Emergency Response Measures-

‘(c) Measures To Address Grid Security Vulneraieisit

‘(d) Critical Defense Facilities-

‘(e) Protection of Information-

‘(f) Judicial Review- The Commission shall act edpeusly to resolve all applications
for rehearing of orders issued pursuant to this@ethat are filed under section 313(a).
Any party seeking judicial review pursuant to sectB13 of an order issued under this
section may obtain such review only in the Unitadt& Court of Appeals for the
District of Columbia Circuit.

‘(g) Provision of Assistance to Industry in Meeti@gid Security Protection Needs-

‘(h) Certain Federal Entities- For the 1l1-year péricommencing on the date of
enactment of this section, the Tennessee Valleyhaity and the Bonneville Power
Administration shall be exempt from any requirememtier subsection (b) or (c)..

(b) Conforming Amendments-

SEC. 4. BUDGETARY COMPLIANCE.

The budgetary effects of this Act, for the purposeomplying with the Statutory Pay-
As-You-Go Act of 2010, shall be determined by refee to the latest statement titled
‘Budgetary Effects of PAYGO Legislation’ for thiscf submitted for printing in the
Congressional Record by the Chairman of the HousigBt Committee, provided that
such statement has been submitted prior to theorofgmssage.
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Anexo V.

Avance de medidas formuladas por el Observatorio dieClima Espacial para
mejorar la prevencion EMP, ante el Consejo de Segigad Nuclear espafiol al
amparo de la ley 15/1980.

1- Dotacion rutinaria de reservas diesel para 3 mes, y el tiempo superior
necesario para las piscinas que garantice su comgg@eautonomia ante la hipétesis
del "reasonable-worst-case-scenario” del informe hLtanico del National Risk
Register.

Que se dote a las centrales nucleares de sufisiertervas diesel para 3 meses
directamente disponibles en algun punto de las dism®mnes de las instalaciones, de
modo que se permita mantener la refrigeracion ianxibr generadores.

Esta es la actual linea de estudio en la ComissdRetulacion Nuclear de los EEUU y
su coste estimado seria comparativamente pequeéiaa®250.000 euros por central.

2-Revisar el grado de proteccién faraday.

Que se dote, adicionalmente, de proteccion faraitzhyos generadores auxiliares, asi
como las bombas de los depdésitos de las reserwssl ¢i el entero sistema de control y
transformadores conexos, en especial para el cgseciico de un EMP de origen
artificial, dado el efecto de los componentes ERy

3-Duplicidad rutinaria de los sistemas auxiliares.

Que tales sistemas auxiliares potenciados searéardbplicados, dos generadores de
emergencia uno primario y otro secundario, pardqaiex eventualidad, asi como dos
sistemas de bombeo de los depdsitos de reserdiedel.

4- Puesta en marcha rutinaria de, al menos, una l&a de comunicacion protegida

para EMP por central.

Que se dote a cada central nuclear de una lineaodwinicacion de seguridad
especificamente protegida para EMP y que la coneote el nuevo centro de
emergencias centralizado.

5- Dotacion rutinaria de suficientes recursos autéomos para permanencia de
personal critico.

Dotar, adicionalmente, las centrales con recurésgbds alimentarios, etc, que permitan
la permanencia completamente autbnoma en las dn&iaés del personal critico
durante esos 3 meses.

6- Preparacion rutinaria de protocolos especificopara la atencién a las familias
del personal critico.

Que se desarrollen protocolos especificos y sutietepara las familias de ese personal
critico cuyo deber seria permanecer en las ingales hasta operar su completo
apagado, refrigerado y puesta fuera de servicio.

7- Creacion rutinaria de una GDTF técnica espariola.

Que se estudie la creacion de una unidad técnidateieencion rapida debidamente
especializada y equipada al estilo de la “Geomagasturbance Task Force” de los
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EEUU, emulada también recientemente por Francia parrapida asistencia de
cualquier central nuclear que precise asistendtaoadl.

8- Protocolo automatico de aseguramiento de larga udacion de accesos a
instalaciones ante evento EMP

Que se incorpore un protocolo de rapido reforzamign aseguramiento de larga
duracién de las instalaciones y todos sus accasosaote de la UME u otro cuerpo de
seguridad adecuado en caso de interrupcion detasricaciones por EMP. Ello habra
de ser igualmente tomado en consideracion a lagdosfede la organizacion de los
recursos basicos para personal critico apuntadbs en

9- Revision rutinaria de protocolos y equipacionelcales a 80 km de radio, no sélo
30 km. Entre esos 30 km de radio y los 80 hay nunusas localidades que carecen
de la formacién, protocolos y equipacion necesaria.

Que se revisen los protocolos de las localidadesadés hasta los 80 km de las
centrales nucleares, no solo a los 30 km tradi@snancorporando indicaciones claras
para las autoridades locales en caso de emergaudear por EMP natural o artificial.
Este es otro importante punto que también estalsiestudiado por la Comision de
Regulacion Nuclear de los EEUU. Que se dote a U@vas localidades incluidas en
dicho radio de los protocolos y formacion adecuadacomo de una cantidad adecuada
de suministros directamente disponibles, lugaresuatios para refugio en el lugar, etc.

10- Prevision del escenario limitado centro-europeopero de posible incidencia
radiolégica, particularmente en el norte peninsular

Que se revisen rutinariamente los protocolos natesnpara un caso de EMP que,
incluso no afectando directamente a Espafia, congirese la seguridad de la
poblacion, ante contaminacion radiolégica procesles® las nucleares de terceros
estados.
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